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l\)n  Tennant 


Context  of  Collapse 


River  from  Lower  Manhat¬ 
tan.  As  I  stood  in  front  of  it 
that  afternoon  in  August, 


Not  all  of  the  204  laureates  from  26  nations  who 
were  honored  at  the  Computerworld  Honors  Pro¬ 
gram  in  Washington  in  June  were  able  to  attend 
the  event.  One  of  those  unable  to  make  it  was  Sara 
O’Neill,  senior  vice  president  of  global  storage  management  at 


pany  is  Lehmin  Brothers. 

It  was  a  shame  that 
O’Neill  wasn’t  there.  It’s 
a  spectacular  event  that 
honors  contributions  to 
the  field  of  information 
technology  and  to  those 


Cranford.  N.).,  not  far  from 
Lehman’s  offices  in  Jersey 
City,  where  OTSIeiU  is 
based.  It  was  a  model  proj¬ 
ect  that  other  companies 
are  studying  for  a  number 
of  reasons,  not  the  least  of 
which  is  that  it  incorpo¬ 


rated  technology  that  sig¬ 
nificantly  decreased  power 
consumption  and  cooling 
requirements. 

O’Neill  wasn’t  at  the 
event  in  Washington  be¬ 
cause  Lehman’s  manage¬ 
ment  had  banned  what 
it  considered  to  be  non- 
essential  travel  The  short 
train  trip  from  Jersey 
City  to  Washington  to  let 
O’Neill  receive  the  honor 
on  behalf  of  a  team  that  had 


:k.  That  com-  project  was  not ; 


That  just  seemed  wrong. 
So  we  brought  the  event  to 
O’Neill 

On  Aug.  14, 1  had  the 
honor  of  traveling  to  Jer¬ 


sey  City  to  present  O’Neill  you  for  y 


present  this  medallion  in 
recognition  of  the  quality 
of  your  work,  and  to  thank 


to  the  history  of  informa¬ 
tion  technology.” 

O’Neill  just  Earned.  It 


out  later  that  da^at 
Lehman  had  had'offices 
on  the  38th,  39th  and  40th 
floors  of  the  North  Tower. 
The  Lehman  employees 
in  Jersey  City  watched  in 
horror,  as  the  rest  of  the 
country  did,  when  the 
buildings  collapsed. 

Thankfully,  ^most  all 
of  their  colleagues  were 
able  to  escape  in  time  and 
survived.  But  neither  they, 
nor  employees  like  O’Neill 
had  the  luxury  of  retreat¬ 
ing  into  any  sort  of  mourn¬ 
ful  limbo.  O’Neill  was 


Honors  Foundation,  the 
Archives  and  Academic 
Council,  the  Chairmen’s 

■  ttwasahappy 
day  for  al  of  us. 
Little  did  we  know 
that  jurt  one 
nKNith  later, 
Lehman  would 
collapse  into 
banniiptcy. 


going  to  happen,”  she  wrote. 
“Hope  it’s  all  for  the  best” 

It  struck  me  that  O’Neill 
seemed  remarkably  re¬ 
sponsive  and  upbeat  con¬ 
sidering  the  circumstances, 
and  I  wondered  how  she 
managed  to  keep  her  poise. 
And  then  I  remember^ 
The  Lehman  Brothers 
building  in  Jersey  City  is 
just  across  the  Hudson 


pened  last  week.  ■ 

Don  Tanranl  is  editorial 
director  of  Computerworld 
and  InfoWorld.  Contact 
him  at  don_tennant@ 
computerworld.com,  and 
visit  his  blog  at  http-y/ 
blogs.computerworld.com/ 
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Jisest 


THE  WEEK  AHEAD 


WEDNESOAV:  A  pretrial  hearing  ia  scheduled  in  San  Fran¬ 
cisco  Superior  Court  in  the  case  of  Terry  Chihb,  a  network 
administrator  charged  with  locliing  up  the  city’s  WAN. 


at  the  Churchill  Club's  annual  dinner  in  Santa  Clara.  CalK. 


FIND  THE  FULL  STORIES  AT 


Forever  21  Inc.  disclosed  last 
week  that  almost  99.000 
payment  cards  used  by 
customers  at  ds  retail  stores 
may  I  ave  bet  c  pron  d 
in  a  series  of  data  thefts  dat¬ 
ing  back  to  August  2004. 

In  a  statement  on  its  Web 
site,  the  Los  Angeles-based 
discount  retailer  said  it 
learned  of  the  possible  data 
theft  on  Aug.  5,  when  it  was 
notified  by  the  Boston  ofhce 
of  the  U.S.  Department  of 

The  company  did  not  say 
why  it  waited  more  than  a 
month  after  discovering  tht- 
compromise  to  notify  af¬ 
fected  customers.  The  DOJ 
had  disclosed  the  Forever 
21  breach  in  indictments 
filed  against  three  people  for 
hacking  into  the  computer 
systems  of  multiple  retailers 

Forever  21  said  the  com¬ 
promised  data  included  cred¬ 
it  and  debit  card  numbers, 
expiration  dates  "and  other 
card  data."  It  did  not  return 
a  call  seeking  comment 

JAIKUMAR  VIJAVAN 


For  you,  it’s  a  problem  you  didn’t  see 


For  your  business,  it’s  a  customer 
you  won’t  see  coming  back. 


Liebert  flexibility 


EMERSON 

Network  Power 


EMERSON.  CONSIDER  IT  SOLVED. 


■  NEWS  DIGEST 


Samsung-SanDisk 
Deal  Likely  to  Be 
Nixed  by  Regulators 


IF  SANDISK  COHP. 
agreed  to  Samsung 
Electronics  Co.’s 
SS.8S  billion  hostile 
takeover  bid,  the  proposed 
deal  would  likely  be  re¬ 
jected  by  government  regu¬ 
lators  fearful  that  it  would 
create  a  near  monopoly  in 


nearly  50%  of  the  world’s 
NAND  chips,  whether 
measured  in  dollars  or  gi¬ 
gabytes,  Handy  added. 

Cheng  Ming-kai,  an  ana¬ 
lyst  at  CLSA  Asia-Pacific 
Markets  in  Hong  Kong, 
agreed  that  a  Samsung- 
SanDisk  alliance  would 


sions  had  broken  down. 

In  rejecting  Samsung’s 
proposal,  Eli  Harari,  San- 
Disk’s  chairman  and  CEO, 
said  that  while  his  company 
is  willing  to  discuss  a  take¬ 
over,  the  S26-per-share  offer 
“is  opportunistically  timed 
at  the  trough  of  an  industry¬ 
wide  downturn"  and  under¬ 
values  the  flash  card  maker. 

In  a  statement,  SanDisk 
also  suggested  that  the  offer 
may  be  a  "calculated  negoti¬ 
ating  ploy"  aimed  at  gaining 
the  upper  hand  in  an  ongo¬ 
ing  patent-licensing  dispute 
between  the  two  companies. 


■  NEWS  DIGEST 


Samsung-SanDisk 
Deal  Ul^  to  Be 
Nixed  by  Regulators 
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■  $5.85  billion  hostile  gabytes,  Handy  added, 
takeover  bid,  the  proposed  Cheng  Ming-kai,  an  ana- 
deal  would  likely  be  re-  lyst  at  CLSA  Asia-Pacific 
jected  by  government  regu-  Markets  in  Hong  Kong, 
lators  fearful  that  it  would  agreed  that  a  Samsung- 
create  a  near  monopoly  in  SanDisk  alliance  would 


ket,  analysts  say. 

Milpitas,  Calf.-based 
SanDisk  rejected  last 
week’s  unsolicited  take¬ 
over  bid  by  Seoul-based 
Samsung,  contending 


SanDisk  Corp. 
continues  to  cling 
to  unrealistic  expectations 
on  both  its  stand-alone 
market  value  and  an 
appropriate  merger  price. 


ues  the  maker  of  flash 
storage  cards.  SanDisk 
did  not  rule  out  accept- 
ii^  a  sweeter  ofier.  i  likely  be  reject^  by  the  i  baifS 

Analyst  Jim  Handy  at  Ob-  US.  Department  of  Justice,  SanDi 

jecthre  Analysis  in  Los  Ga-  based  on  measures  it  uses  Hand; 

tos,Cali£,  said  a  Samsung-  to  determine  market  com-  Tokyo 

SanDisk  c  ’  '  ' 
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lakes 


In  rejecting  Samsui^s 
proposal,  Eli  Harari,  San- 
Disk’s  chairman  and  CEO, 
said  that  while  his  company 
is  willing  to  discuss  a  take¬ 
over,  the  $26-per-share  offer 
“is  opportunistically  timed 
at  the  trough  of  an  industry¬ 
wide  downturn”  and  under¬ 
values  the  flash  card  maker. 

In  a  statement,  SanDisk 
also  suggested  that  the  offer 
may  be  a  “calculated  negoti¬ 
ating  ploy”  aimed  at  gaining 
the  upper  hand  in  an  ongo¬ 
ing  patent-licensing  dispute 


Supercomputiiia  Lands  on 
Hie  Desktop  in  Cray  0(1 


IJ 


Cray  said  it  expects  that 
the  low-end  supercom¬ 
puter  will  appeal  to  midsize 
companies  and  corporate 
departments  that  have  been 
unable  to  buy  supercomput- 


Florida  indicted  eight 
and  eight  companies  from 
Dubai,  Iran  and  Mdlaysia  on 
charges  of  exporting  sens, 
five  electronics  equipment 
from  the  U.S.  to  Iran 


Foundation  created  a  v.i 
Sldidly  tu  f(n.i 

menl  of  its  Thunderbird 
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GREENER. 


'  . . •  simply  weren  t  bu'l*  •  :  n  flu:- Pomands  of  twenty-first 

'  '  iidwired.  high-den  .it,  ;  .'  sv.ionmer.ts. '.vc'vc  inherited 

'  1  ever-increasing  I'i  ■  r  :  ■  ;  ists.  Businesses  need  a 

■  “'iiorpriseDataCentf-i  i  a  s  foi  the  highly  efficient,  greener-by- 
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iBt.l  IS  .iln-adv  .■.nikinfj  with  over  2,000  clients  'o  hei|)  maKe  this  vision  a  reality,  A  greener 
.-.I  el  star's  ■  'I  II.  i  "ei  biisiness.  Greener  business  starts  with  IBM 
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* 

in  avatar  form,  oversee  a  state  Second  Life  virtual  job  fair.  The  officials 
deputy  CIO:  Paul  Wright.  IT  director  of  education:  Jan  Grecian,  technical 
10:  and  Gary  Lyndaker.  technical  specialist. 


MHennials 


network,  according  to  an  ad- 
search  the  technology  port-  vance  copy  of  AIsop's  book, 

folios  of  potential  employers  The  network  has  grown  to 

before  agreeing  to  schedule  include  virtual  classrooms 
job  interviews.  for  training  and  a  career 

Because  this  generation’s  counseling  center. 


many  companies  are  strug-  network  beyond  its  MBAi 
gling  to  find  ways  to  satisfy  Alsop  wrote, 
them.  Businesses  that  don't  Meanwhile,  Alsop  said 
may  find  themselves  strug-  in  an  interview  that  Capi- 
gling  to  hire  and  keep  the  tal  One  Financial  Corp.  it 
most  talented  young  work-  McLean,  Va.,  is  creating 


Companies  are  increasingly  «ds  cmw  up,  said  that 

forced  to  bend  to  Generation  the  workforce  face  a  cul- 

Y  to  get  the  best  young  talent.  5;i»pt‘^?L°l°n^xt 

By  Heather  Havenstein  “j  *>7  7  “ 


1 


H 


I 


been  stereotyped  based  on  communicating  without  an 

a  cultural  change  identified  instant  messaging  system  c 
with  its  era.  In  this  case,  the  social  network, 
group  is  united  by  a  hunger  Now  that  members  of 
the  latest  technolo-  Generation  Y  are  graduat- 


that  these  employers  are 
avoiding  new  technolo¬ 
gies  because  of  security 
concerns  or  budgetary  con 


ie  digital  natives  — 
lown  as  millennials 
natural  muhitaskers, 
imultaneously  tex- 


GenerationY  are  gradual-  straints,  but  in  d 
ing  from  college  and  enter-  they’re  sending  i 
ing  the  workforce,  they’re  red  flags  for  new 


Young  LLP  has  developed 
guide  to  help  managers  in¬ 
terpret  IM  shorthand. 

DEMANDING  WORKERS 

At  Long  &  Foster  Real  Es¬ 
tate  Inc.  in  Chantilly,  Va., 
Generation  Y  sales  agents 
are  seekins  IT’s  help  in  ma 


mation  services.  The  young 
workers  are  also  seeking  the 
ability  to  create  YouThbe-like 
online  video  presentations 
that  can  be  easily  spread 
across  the  Web,  he  said. 


NEWS  ANALYSIS! 


Paul  Wright,  IT  directoi 
for  education  in  the  state  c 
Missouri,  said  that  almost 
half  of  his  58  employees  at 
from  Generation  Y,  requir 
ing  him  to  focus  on  embra 
ing  new  technologies  to  re 
tain  them  and  recruit  mon 


talented  millennials  for  IT 
slots.  The  program  has  al¬ 
ready  netted  some  quality 
hires,  Wright  said. 

Next  month,  he  plans  to 
meet  with  colleagues  in  oth¬ 
er  state  agencies  to  discuss 
ways  they  can  use  Second 


the  Missouri  Department  of 
Elementary  and  Secondary 
Education  as  technically 
savvy  while  providing  an  in¬ 
expensive  method  of  reach¬ 
ing  out  to  potential  workers 


Wright  noted  that  he  often 
allows  these  workers  to 
research  the  tools  to  deter¬ 
mine  whether  they  would 
benefit  the  organization. 

But  after  such  trials. 

Wright  said,  he  frequently 
has  to  explain  ROI  ramifica¬ 
tions  to  the  young  IT  work¬ 
ers.  “We  have  to  come  to 
an  understanding  that  there 
is  that  balance  between  the 
latest  and  greatest  technology 
and  being  responsible  finm  a 
fiscal  standpoint,”  he  said. 


of  new  technologies  to  help 
justify  a  purchase. 

Gravett  also  advises  that 
companies  create  focus 
groups  with  woricers  of  all 


NEW  ATTITUDES 

Adam  Samer,  an  analyst  at 
Gartner  Inc.,  suggested  that 
organizations  study  how  to 
best  handle  the  attitudes  of 
Generation  Y  workers. 

A  millennial,  he  noted,  is 


For  example,  the  workers 
now  graduating  from  col¬ 
lege  appear  to  have  far  fewer 
privacy  concerns  than  older 
employees  and  thus  need 
training  about  the  dangers 
of  sharing  corporate  infor¬ 
mation  online,  he  said. 

The  state  of  Missouri,  for 
example,  is  developing  new 
rules  to  guide  employee  use 
of  virtual  worlds  and  social 
networks.  The  guidelines  re¬ 
quire  that  employees  assume 
that  activities  in  virtual 
communities  are  public  and 
that  any  data  posted  online 
may  be  visible  for  a  long 
time.  Also,  any  employee 
conducting  business  for  the 


noted.  “Anything  [like  IM] 
opens  us  up.  We  need  to  be 
extremely  careful  that  we’re 
not  opening  a  hole  that 
someone  could  hack  into 
and  get  some  data  that  we’re 
responsible  for.” 

Wright  and  other  IT  man¬ 
agers  noted  that  the  defining 
characteristics  of  millenni¬ 
als  include  their  ongoing 
desire  to  learn  new  skills 
and  their  zeal  for  using 
bleeding-edge  technology. 

For  example.  Generation 
Y  software  developers  at  the 
agency  are  eager  to  try  out 
new  tools  and  languages  as 
soon  as  they’re  available. 


clearly  reluctant  to  work  for 
companies  lacking  Web  2.0 
and  other  emerging  tech¬ 
nologies. 

Gravett  agreed  that  IT 
organizations  can  have  a 
hard  time  getting  budgetary 
approval  for  expensive  tech¬ 
nology  that  is  demanded 
by  only  a  subset  of  the 
workforce.  She  suggested 
that  IT  managers  keep  track 
of  whether  a  lack  of  such 
technology  is  prompting  tal¬ 
ented  employees  to  leave. 

With  that  information, 
companies  can  compare  job- 


based  on  their  technical 
acumen,  Samer  said. 

Such  attitudes  may  cause 
problems  within  a  traditional 
corporate  hierarchy,  where 
some  top  executives  may 
lack  strong  techndogy  skills. 
Generation  Y  workers  are 
also  more  likely  to  argue  that 
technology  can  be  used  to  im¬ 
prove  long-establidied  busi¬ 
ness  processes,  Samer  said. 

“Some  of  the  old  ways  of 
doing  things  are  absolutely 
being  questioned,”  he  noted. 
“The  workplace  is  going  to 


added  that  its  IT  unit  has 
been  too  busy  integrating 
companies,  implementing 
new  products  and  rolling  out 
new  applications  to  think 
about  Generation  Y  yet 

But  Alst^  warned  that 
such  companies  must  start 
finding  ways  to  address  the 
needs  of  Generation  Y  if  they 
want  access  to  the  best  talent 
entering  the  workforce. 

“More  and  more  students 
are  gcnng  to  ask  them  what 
their  technology  environment 
is  like,”  he  added.  “What  wUl 
wake  up  companies  to  this  is 
when  t^  foil  to  recruit  the 
students  they  want”  ■ 


A  . 


ECO  CONSC  OUS. 
‘  FO  CONSC  OUS. 


Business  processes  and  services  leave  a  measurable  carbon  footprint.  So  how  do  you 
increase  control  and  visibility  of  those  processes  while  limiting  their  carbon  impact?  With 
IBM's  Smart  SOA  approach.  It  helps  you  optimize  resources  and  break  inefficient,  siloed 
applications  into  reusable  services-giving  you  greater  agility  across  business  processes 
and  IT  infrastructures.  Companies  like  Citigroup  have  reduced  application-processing  time 
from  two  weeks  to  two  days.  Process  efficiency  goes  up.  Energy  cosfs  go  down.  A  greener 
world  starts  with  greener  business.  Greener  business  starts  with  IBM. 


SYSTEMS.  SOFTWARE.  SERVICES.  FOR  A  GREENER  WORLD. 

See  our  Webcast  on  greener  processes  at  ibm.com/green/soa 


■  NEWS  ANALYSIS 


Indian  Outsourcer 
Reshapes  Tucson 
Tax  System 

Globalization  brings  offshore 
services  firms  into  the  state 
and  local  government  IT  mix. 

By  Patrick  mibodeau 


INDIAN  IT  FIRM  Tata 
Consuluncy  Services 
Ltd.  is  slowfy  taking  on 
projects  for  state  and 


Andrews  downplayed 
any  potential  controversy 
surroundii^  the  use  of  an 
Indian  IT  services  provider. 
“With  the  globalization  of 


«  TaU's  Tax  Mantra  appHcaliofl 
lalniiaaatTiicaoaCItyHaH. 


computer,  Andrews  said. 

Using  J2EE  tools,  Tata  en¬ 
gineers  shifted  the  systems 
to  Windows-based  servers, 
allowing  the  tax  applications 
to  run  on  browsers.  The  new 
system  now  lets  taxpayers 
manage  their  tax  liabilities 
online,  Andrews  noted. 

“What  was  impressive  to 
us  was  TaU’s  ability  to  take 
an  application  that  was  not 
Web-based  and  turn  it  over 
to  a  Web-based  application,” 
he  said. 

Once  Tata  finished  the 
project  in  May,  the  city’s  IT 
operation  took  over  respon¬ 
sibility  for  it,  said  Andrews, 
adding  that  the  Indian  firm 
is  providing  ongoing  main¬ 
tenance  and  support. 

Chris  Dixon,  an  analyst  at 
Input,  a  Reston,  Va.-based 
research  firm  that  focuses 
on  government  IT,  predicted 
that  more  and  more  govern¬ 
ment  operations  in  the  US. 
will  turn  to  foreign  IT  ser¬ 
vice  providers. 

Even  if  U.S.-based  IT 
firms  are  hired  as  primary 
contractors,  at  least  some 
of  the  work  will  likely  be 
shipped  overseas  to  keep 
costs  down,  he  said. 

But  today,  Dixon  noted, 
few  Indian  companies  are 
winning  government  work 


services  business  is  forc¬ 
ing  many  state  and  local 
governments  to  work  with 
vendors  based  in  other 
countries.  For  example,  in 
2004,  Montreal-based  CGI 
Group  Inc.  bought  Fairfax, 
Va.-based  American  Man¬ 
agement  Systems,  a  compa¬ 
ny  that  had  done  extensive 
state  and  local  government 
work  in  the  US.  for  years. 

Tata  could  acquire  US. 
companies  as  well,  Dixon 
noted.  “If  a  Canadian  firm 
can  come  into  America  and 
compete,  there  is  no  reason 
why  an  Indian  firm  can’t  do 
the  same  thing,”  he  said. 

TaU  officials  said  the 
company  decided  to  enter 
US.  markets  and  others 
worldwide  after  gaining  a 
wealth  of  experience  using 
its  tax  and  revenue  system  to 
modernize  numerous  Indian 
lax  systems.  Tata  has  faced 
bigger  challenges  in  deploy¬ 
ing  its  Tax  Mantra  system 
in  its  homeland  than  it  has 
faced  in  the  US.,  said  Tan- 
moy  Chakrabarty,  a  Tata 
Consultancy  Services  vice 
president  and  head  of  the 
firm’s  government  industry 
solutions  group. 

In  India,  where  many 
people  don’t  own  comput¬ 
ers,  Tata  has  had  to  resort 
to  alternative  approaches, 
including  the  use  of  kiosks. 
But  such  work-arounds 


With  our  scanners,  everyone's  into  heavy  metal.  What's  different  about 
Kodak  i1200  and  i1300  Series  Scanners?  It's  what's  inside;  a  heavy-duty 
metal  paper  transport  that's  reliable  scan  after  scan.  Take  the  insider's 
online  "tour.  "  We'll  show  you  what  makes  these  scanners  rock. 
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Regina  M.  Brooks 

The  North  Carofina  Division  of  Child 
Development’s  IT  manager  talks 
about  taking  a  chance  on  a  statewide 

wireless  ronut,  tweaking  performance 
and  engaging  remote  womers. 


Regina  M.  Brooks  supports  ISO  home- 
based  child  care  caseworkers  who 
monitor  about  9,000  licensed  child  care 
facilities  across  100  counties  and  48,710 
square  miles  of  North  Carolina. 

Tal  iiw  about  yov  iinMl  daptayinwil  af 
wlraloatiiioJaiiiitoMdcaioworiMt».We 

provide  them  with  a  home  office  and  a 
laptop  computer,  a  portable  printer  and 
a  wireless  cellular  card,  which  allows 
them  to  remain  connected  so  they  can 
upload  their  work  data  to  a  Web-based 
application  that  gets  the  data  in  real 


•  NUC:  Regina  M.  Brooks 
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WHEN  SHE  LAST  on  THAT:  “Fhsyan^lliaftainbanaaaingr 

SOkCTHNM  PEOPLE  DONT  KNOW  ABOUT  HER:  She  ildasarad 
Honda  750  Shadoof  Amoricangassie  motorcycle.  “Whan  1  pul 

HsaWi  and  Human  Sarvicas 

LOCATION:  RaWgh,  NX. 

l!T!!!^‘.x!1!!!*  ”*  nomthon  and 

HER  PERFECT  DAY: ‘That  is  a  draam.  1  muid  maly  anioy 
hairing  a  day  nihan  1  eouU  go  to  Om  ofondaiM  North  Carolna 

MOST  RECENT  BOOK  REAlk  Tha  Carnnam  MM  Black  Amsrica, 
odRadbyTavisSmMay 

ooasllna  and  ham  an  umbrah  and  a  groat  book  and  a  cooiar 

and  my  nniaie.  Boy.  mndd  that  ha  tmndailuL'' 

FAVORITE  HIM:  Anything  orith  Oanzal  Washington.  “My 
husband  says,  1  knoof  you'ia  not  ofatchbig  that  movia. 

Vou'io  Just  Ofatchbig  DanzaL'  And  1  say,  Trua,  true,  true.'  ” 

IT  drives  your  business.  So  naturally,  it  consumes  your  thoughts.  Customers,  on  the  other  hand,  shouldn't  need  to 
think  about  it  at  all.  They  just  expect  great  service.  Our  approach  to  Business  Service  Management  helps  ensure  they 
get  It,  by  managing  IT  services  based  on  their  impact  to  your  business.  That  way,  with  your  service  commitments 
fully  in  sync  with  your  business  demands,  you’ll  be  able  to  give  your  customers  that  most  coveted  and  elusive  of  all 
service  experiences;  complete  satisfaction.  Of  course,  we’ll  know  the  source  of  that  satisfaction  is  really  your  very 
own  IT  department.  Learn  more  and  get  the  latest  white  papers  at  ca.com/bsm. 
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■  THE  GRILL  REGINA  M.  BRGOKS 


ment  to  teach  the  caseworkers  how  the 
AirCards  worked  and  what  the  expecta¬ 
tions  were.  Once  that  was  done,  they 
were  actually  ready  to  go  that  same  day. 

Whan  «n*  evarymw  in  your  division 
using  ths  AbCards  on  ■  rogubr  bash? 

Our  goal  was  by  May  of 2007  to  have 
everybody  deployed  with  the  wireless 
in  areas  where  we  knew  it  would  work. 
They  were  given  30  to  4S  days  to  test 
it  out.  They  also  kept  whatever  other 
connectivity  that  they  may  have  had  at 
home,  whether  it  was  cable  broadband. 


We  still  have  a  few  people  who  have  no 
wireless  at  all  or  have  both  wireless  for 
being  in  the  field  and  broadband  cable, 
DSL  or  dial-up  for  their  home  offices. 
The  majority  are  wireless  only.  Out  of 
the  180, 1  would  say  about  10  to  12  do  not 
have  wireless  cellular  service  because 
in  the  area  that  they  live  in,  the  wireless 
did  not  meet  the  threshold  for  down¬ 
load  and  upload.  We’re  constantly  stay¬ 
ing  in  touch  with  Verizon  as  they  work 
to  improve  that  performance.  There 
are  staffers  who  really,  really  want  it 
because  they  hear  the  feedback  from 
their  colleagues  about  how  great  it  is. 

One*  tfw  wiraless  dKWnn  was  mada.  how 
kmg  did  it  taka  you  to  got  up  and  nimiing? 

We  were  fully  functional  in  about  four 
months.  We  received  feedback,  because 
our  staffers  are  by  no  means  silent  suf¬ 
ferers.  We  constantly  stayed  on  top  of 
this  with  Verizoa  They  could  give  us 
data  analysis  quickly  on  performance 
monitoring  and  about  things  they  could 
do  to  tweak  it  or  things  we  could  do, 
like  add  an  antenna  inside  a  worker's 
house  for  better  performance.  We’ve 


Want  It  all?  There  is  one  way  to  remain  profitabie  and  competitive  white  growing  the 
network  to  meet  user  needs  —  and  still  restrict  noojob  reiated  access  to  keep  your 
enterprise  safe:  Call  Juniper. 

o 

Juniper  Networks'  security  and  infrastructure  solutions  power  high-performance 
business,  secureiy  linking  employees,  vendors,  customers  —  everyone  —  with  the 
resources  they  need.  It's  real-time  appiications  and  services  any  time,  all  over  a 
single  network.  With  unprecedented  ievels  of  performance,  availability  and  flexibiiity, 
plus  the  scalability  your  business  model  demands.  Leverage  your  network  —  more 
securely  and  cost-effectively  —  for  greater  productivity.  The  switch  is  on  to  compre¬ 
hensive  network  security:  www.Juniper.net/access 
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Nice  Folks  Really 
Do  Finish  Hrst 


FRIEND  RECENTLY  spent  five  hours  in  the 
emergency  room.  Now,  I’ve  never  foimd  the  emer¬ 
gency  room  a  pleasant  experience.  What  do  you 
expect  when  people  in  crisis  bump  up  against  a 
rigid  bureaucracy?  But  my  friend  decided  that  while  she  was 
there,  she  was  going  to  be  nice  to  everyone  she  dealt  with. 


and  had  to  wait  longer  for  to  be  there.  Niceness  does 


I  appr 

toal 


re  than  being 


she  asks  people  how  they 
are.  and  then  she  really 
pays  attention  to  the  an¬ 
swers.  After  meetings,  she 
notices  any  and  all  looks  of 
concern  and  then  follows 
up  with  those  people,  ask¬ 
ing  whether  the  meeting 
accomplished  their  objec¬ 
tives  and  (again)  really 
listening  to  what  they  say. 
Then  she  offers  positive 
suggestions. 

When  people  call  her 
with  questions,  she  doesn’t 
simply  give  them  answers. 
She  gauges  whether  the 
caller  is  rushed,  frustrated 
or  both,  and  then  she 
crafts  her  answer  accord- 


o 

Making  IT  work  as  one,  It's  what  sets  us  apart. 

At  Novell,  we're  taking  interoperability  to  a  whole  new  level.  We  believe  every  person,  every 
partner  and  every  piece  oWour  mixed-IT  world  should  work  as  one.  Our  Enterprise  Linux, 
Security  and  Identity  MarSgement,  Systems  Management  and  Collaboration  solutions 
easily  integrate  with  just  about  any  IT  infrastructure.  So  you  can  lower  cost,  complexity  and 
risk  on  virtually  any  platform  and  make  your  IT  work  as  one. 

WWW,  novell.com  Novell 

Making  IT  Work  As  One™ 
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Every  iune  and  November, 
with  fanfare  lacking  only  in 
actual  drum  rolls  and  trumpet 
blasts,  a  new  list  of  the  world’s 
fastest  supercomputers  is 
revealed.  Vendors  brag,  and  the  media 
reach  for  analogies  such  as  “It  woui£ 
take  a  patient  person  with  a  handheld 
calculator  x  number  of  years  (think 
millennia)  to  do  what  this  hunk  of 
hardware  can  spit  out  in  one  second." 

The  latest  TopSOO  list,  released  in 
June,  was  seen  as  especially  notewor¬ 
thy  because  it  marked  the  scaling  of 
computing’s  then-current  Mount  Ever¬ 
est  —  thepetaflops  barrier.  Dilbbed 
“Roadnianer”  by  its  users,  a  computer 
built  by  IBM  for  Los  Alamos  National 
Laboratory  in  New  Mexico  topped  the 
list  of  the  500  fastest  computers,  burn¬ 
ing  up  the  bytes  at  L026  petaflops,  or 
more  than  1,000  trillion  arithmetic  op- 


TheTop500 
list  is  always 
climbing  to 
new  heights. 

CAN  WE 
BEUEVE 
THE  HYPE? 

ByGaryAnthes 

Center  for  Atmospheric  Research  in 


that  petaflops  goal  as  to  seem  more 
worthy  of  the  nickname  “Roadwalker.” 

“The  TopSOO  list  is  only  useful  in 
telling  you  the  absolute  upper  bound 
of  the  capabilities  of  the  computers,” 
Loft  says.  “It’s  not  useful  in  terms  of 
telling  you  their  utility  in  real  scientific 
calculations."  The  problem,  he  says, 
is  that  placement  on  the  TopSOO  list  is 
determined  by  performance  on  a  de¬ 
cades-old  benchmark  called  Linpack, 
which  is  Fortran  code  that  measures 
the  speed  of  processors  on  floating¬ 
point  math  operations  —  for  example, 
multiplying  two  long  decimal  numbers. 
It’s  not  meant  to  rate  the  overall  perfor¬ 
mance  of  an  application,  especially  one 
that  does  a  lot  of  interprocessor  com¬ 
munication  ormemory  access. 

Moreover,  users  and  vendors  seek¬ 
ing  fame  high  on  the  list  go  to  elabo¬ 
rate  pains  to  tweak  their  systems  to 


each  cell  or  group  of  cells  in  the  grid  to 
a  specific  processor  in  a  supercomput¬ 
er.  It's  nice  to  have  that  processor  run 
very  fast,  of  course,  but  getting  to  the 
end  of  a  100-year  climate  simulation 
requires  an  enormous  number  of  mem¬ 
ory  accesses  by  a  processor,  something 
that  typically  happens  much  more 
slowly.  In  addition,  some  applications 
require  passing  many  messages  fiom 

one  processor  to  another,  which  can 

also  be  relatively  slow. 

So.  for  many  applications,  the  band¬ 

width  of  the  communications  network 
inside  the  box  is  far  more  important 
than  the  floating-point  performance  of 

its  processors.  That's  even  more  true 

for  business  applications,  such  as  on¬ 

line  search  or  transaction  processing. 

An  even  greater  bottleneck  can  crop 
up  in  programs  that  can't  easily  be  bro¬ 
ken  into  uniform,  parallel  streams  of 
instructions.  If  a  processor  gets  more 
than  its  fair  share  of  work,  all  the  oth¬ 
ers  may  wait  for  it.  reducing  the  overall 
performance  of  the  machine  as  seen  by 
the  user.  Unpack  operates  on  the  cells 
of  matrices,  and  by  making  the  matrices 
just  the  right  size,  users  can  keep  every 
processor  uniformly  busy  and  thereby 
chalk  up  impressive  performance  rat¬ 
ings  for  the  system  overall. 

“As  long  as  we  continue  to  focus  on 
peak  floating-point  performance,  we  are 
missing  the  actual  hard  problem  that  is 
holding  up  a  lot  of  science."  U>ft  says. 
But  the  “hard  problem"  is  getting  the 


attention  of  computer  and  chip  makers. 
IBM.  which  makes  the  Blue  Gene  fam¬ 
ily  of  supercomputers,  has  taken  a  sys¬ 
tems  approach.  Rather  than  cobbling 
together  commodity  processors  with 
commodity  interconnects  like  Ethernet 
or  InfiniBand  —  an  approach  that  oth¬ 
ers  have  used  —  IBM  feilt  five  propri- 
eury  networks  inside^lue  Gene,  each 
optimized  for  a  specific  kind  of  work 
and  selectable  by  the  programmer. 
Members  of  the  Blue  Gene  family  held 

the  No.  1  and  No.  2  positions  on  the 

TopSOO  list  until  June  of  this  year. 

By  making  memory  access  faster, 
and  by  doing  it  more  cleverly,  the  ab¬ 

solute  amount  of  memory  in  a  system 
can  be  reduced,  says  Dave  Hirek,  vice 
president  of  Deep  Computing  at  IBM. 
As  engineers  work  to  build  “exascale” 
computers  (a  thousand  times  faster 
than  Roadrunner),  that  will  be  essen¬ 
tial,  he  says.  "Going  back  a  few  years, 
you'd  build  a  computer  with  the  fastest 
processors  possible  and  the  most  mem¬ 
ory  possible,  and  life  was  good,”  Turek 
says.  “The  question  is,  how  much 
memory  do  you  need  to  put  on  an  exa¬ 
scale  system?  If  you  want  to  preserve 
the  kinds  of  programming  models 
you've  had  to  this  point,  you'd  better 
have  a  few  hundred  million  dollars  in 
your  pocket  to  pay  for  that  memory.” 

And  it  isn't  just  the  purchase  cost  of 
memory  that's  a  problem,  liirek  notes. 
Memory  draws  a  lot  of  expensive 
power  and  generates  a  lot  of  heat  that 


must  be  removed  by  expensive  cooling 
systems  (see  story,  page  29). 

Faster  memory  subsystems  and  fast¬ 
er  interconnects  will  help,  Turek  says, 
but  supercomputer  users  will  also  have 
to  overhaul  the  programming  meth¬ 
ods  that  have  evolved  over  the  past  20 
years  if  they  hope  to  utilize  the  power 
of  exascale  computers.  He  says  users 
initially  criticized  Blue  Gene  for  hav¬ 

ing  too  little  memory,  but  eventually 
they  were  able  to  scale  their  applica¬ 
tions  to  run  well  on  60,000  processors 
by  changing  the  algorithms  in  their 

application  code  so  they  were  more 

sparing  in  their  memory  use. 

BEEP!  BEEP! 

IBM  calls  Roadrunner,  which  cost  Los 
Alamos  $120  million,  a  "hybrid”  archi¬ 
tecture  because  it  uses  three  kinds  of 
processors.  Basic  computing  is  done  on 
an  off-the-shelf,  3,250-node  network, 
with  each  node  consisting  of  two  dual¬ 
core  Opteron  microprocessors  from 
Advanced  Micro  Devices  Inc.  But  Road- 
runner’s  magic  comes  from  a  network 
of 13,000  “accelerators”  in  the  form 
of  Cell  Broadband  Engines  originally 
developed  for  the  Sony  PlayStation  3 
video  game  console  and  later  enhanced 
by  IBM.  Each  Cell  chip  contains  an  IBM 
Power  processor  core  surrounded  by 
eight  simple  processing  elements. 

The  Cells  are  optimized  for  image 
processing  and  mathematical  opera¬ 
tions.  which  are  central  to  many  sci¬ 
entific  applications.  A  Cell  can  work 
on  all  the  elements  in  a  well-defined 
string  or  vector,  ideal  for  the  matrix 
math  in  the  Linpack  benchmark.  Los 
Alamos  says  the  Cells  speed  up  com¬ 
putation  by  a  factor  of  four  to  nine  over 
what  the  Opterons  alone  could  do. 
Nevertheless,  the  lab  says  it  expects 
its  production  programs  to  run  at  sus¬ 
tained  speeds  of  20%  to  50%  of  the  cel¬ 
ebrated  1  peuflop  benchmark  results. 

The  advantages  of  using  three  kinds 
of  processors  come  at  a  cost.  Just  as 
the  Linpack  code  had  to  be  optimized 
for  the  machine,  so  do  most  other 
programs.  A  recent  report  from  Los 
Alamos  said  this  of  the  effort  required 
to  get  an  important  simulation  tool 
to  tun  on  Roadrunner;  “Accelerating 
the  Monte  Carlo  code  called  Milagro 
took  many  months,  several  false  starts 
Continued  on  page  28 


Test  Bench 

IFTHETOPSOOUSTofsuparcomput- 
ars  is  based  on  such  a  narrow  cfiterion 
-  floating-point  performance  -  why  isn't 
a  better  benchmark  used? 

*1  befleve  that  you  could  come  out  vrith 
a  measure  that’s  more  useful  for  what 
we  do.”  says  Richaid  Loft,  director  of 


computing  at  NCM,  which  models  the 
Earth's  oceans  and  atmosphere.  Such 
a  measure,  he  says,  might  already  exist 
hi  something  caled  the  HPC  Challange 
Benchmark,  a  suite  of  tests  sponsored  by 
the  Defense  Advanced  Research  Projects 
Agency  and  developed  at  the  Univar^ 


of  Tennessee.  The  tests  consist  of  the 
Linpack  floating-point  benchmark  phis 
six  others  that  measure  things  such  as 
integer  math,  memory  updates,  sustain¬ 
able  memory  bandwiM  and  interproc- 

'Thegoodnews-orthebadnews- 
about  the  Linpack  number  is  M’s  a  single 
number,”  says  University  of  Tennessee 
professor  Jack  Dongarra,  who  chose  the 


for  Ms  list  of 'iastest' computers. 

‘If  I  knew  the  user's  application,  I 
might  be  abla  to  say  that  you  need  to 
weight  various  metrics  in  a  certain  way 
to  compare  systems,”  he  says.  “But  that 
reduction  is  hard  to  do.  and  I  couldn't  do 
H  in  the  abstract  for  the  TopSOO  HsL” 


Starbucks  IT.  found  a  partner  to  help  support 

stores  across  45  countries. 


tii 

Intel  Corp.  is  doing  as  Dongarra  sug¬ 

gests  —  developing  specialized  micro¬ 
processor  cores  and  the  software  tools 
to  exploit  them.  It’s  also  responding  to 

Loft’s  plea  for  faster  memory  access. 

Bandwidth  aside,  memory  will  have 

ceptance  of  Roadrunner.” 

Andrew  White,  Roadrunner  project 
director  at  Los  Alamos,  told  Com- 
puterworld  that  the  effort  to  port  and 
optimize  code  for  Roadrunner  was 
“less  than  we  thought  it  would  be“ 
after  programmers  got  some  experi¬ 
ence  with  it.  A  program  with  “tens  of 
thousands  of  lines  of  code”  is  taking 
about  one  man-year  to  get  going  on  the 
supercomputer,  he  said. 

INVOKINO  SPECIALIZATION 

University  of  Tennessee  computer  sci¬ 
ence  professor  Jack  Dongarra  is  one  of 
the  developers  of  the  Unpack  bench¬ 
mark  and  a  co-publisher  of  the  TopSOO 
report  He  calls  Roadrunner  a  “general- 
purpose  computer”  but  one  that,  be¬ 
cause  of  its  hybrid  architecture,  “spe- 
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to  be  more  power-efficient  if  exascale 
computers  are  to  draw  reasonable 
amounts  of  power,  says  Steve  Pawlow- 
ski,  an  Intel  senior  fellow.  He  says  both 
objectives  can  be  met  in  part  by  build¬ 
ing  bigger  on-chip  cache  memories 
that  act  as  very  fast  buffers  between 
processor  cores  and  dynamic  RAM. 

“If  you  can  cache  a  significant 
number  of  DRAM  pages,  the  machine 
thinks  it’s  talking  to  flat  DRAM  at  high 
speeds,  and  you  can  populate  behind  it 
much  slower  and  more  power-efficient 
DRAMs,"  he  says.  “You  want  the  cache 
big  enough  to  hide  the  [memory]  laten¬ 
cy,  and  you  want  to  be  clever  in  how 
you  manage  the  pages  by  doing  page 
prefetching  and  things  like  that." 

He  says  Intel  is  also  working  on 
increasing  the  communication  band- 

specialization  is  not  trivial,  he  admits. 

“If  you  are  writing  a  program  for 

Roadrunner,  you  essentially  have  to 

Intel  ASa  Rad 

Sandia  Nabonal  Laboratories 
Sji.«fcZ4TFL0PS 

nect  the  processor  chip  to  the  memory 

controller.  “I’d  like  to  push  the  memory 

bandwidth  to  be  10  times  greater  than 

AMD  Opteron  processor,  one  for  the 
Power  core  that’s  on  the  Cell  chip  and 
one  for  the  vector  units  in  the  Cell 
chip,”  he  says.  “The  only  way  to  get 
to  a  point  where  you'd  be  happy  with 
the  performance  is  to  rewrite  your  old 
applications.  The  guys  at  Los  Alamos 
believe  that  they  can  in  fact  benefit  by 
rewriting  their  code.” 

Dongarra  says  a  computer  at  the  top 
of  the  Tt^SOO  list  will  typically  spend 
six  years  on  the  list  before  falling  off 
the  bottom,  and  he  doesn’t  expect 
Roadrunner’s  hybrid  Opteron/Power/ 

Cell  architecture  to  stay  on  top  for  long. 

“The  trend  is  to  large  numlwrs  of 
[processor]  cores  on  a  single  die,” 
he  says.  "And  it  looks  like  well  have 
this  one  chip  with  different  kinds  of 
cores  on  it.  We  might  have  cores  that 
specialize  in  floating  point,  ones  that 
specialize  in  graphics  and  those  that 
are  more  commodity-based.”  Exploit¬ 
ing  that  flexibility  so  the  chip  is,  in  es¬ 
sence,  tuned  for  a  specific  application 
domain,  such  as  climate  modeling,  will 
require  software  tools  that  do  not  yet 
exist,  he  says. 

HKacMCP-PACS 

S|w«l:3686FL0PS 

JUNE  1996  -  NOVEMBER  1998 
HitaehiSR2201 

S|W4d:2206a0PS 

NOVEMBER  1994  -  JUNE  1996 

Fujiteu  Numaricat  Wind  Tunnal 

Spaod:1706FL0PS 

JUNE  1994  -  NOVEMBER  1994 

Intel  Paragon  XP/SMO 

Sandia  National  Laboratories 
SpMd:143GaOPS 

NOVEMBER  1993  -  JUNE  1994 

Fujiteu  Numarical  Wind  Tunnal 

Spaad;1246aOPS 

JUNE  1993  -  NOVEMBER  1993 

Thinking  MacMnaaCM-S 

Los  Alamos  National  Laboratory 
SgaadrfiSeaOPS 

it  is  today  by  2013  or  2014,”  Pawlowski 
says.  “The  engineers  working  for  me 
say  I’m  crazy,  but  it’s  a  goal.” 

In  the  meantime.  Intel  and  others 
are  working  on  one  or  two  other  pos¬ 
sibilities  —  very  high-speed  commu¬ 
nication  via  silicon  photonics  (light) 
and  “3-D  die-stacking,”  which  creates 
a  dense  sandwich  of  CPU  and  DRAM. 

Both  technologies  have  been  proved  in 
labs  but  have  not  yet  been  shown  to  be 
economically  viable  for  manufactur¬ 
ers,  Pawlowski  says. 

PeUflops,  peak  performance,  bench¬ 
mark  results,  positions  on  a  list  —  “it’s 
a  little  shell  game  that  everybody 
plays,”  says  NCAR’s  Loft.  “But  all  we 
care  about  is  the  number  of  years  of 
climate  we  can  simulate  in  one  day  of 
wall-clock  computer  time.  That  tells 
you  what  kinds  of  experiments  you 
can  do.”  State-of-the-art  systems  today 
can  simulate  about  five  years  per  day 
of  computer  time,  he  says,  but  some 
climatologists  yearn  to  simulate  100 
years  in  a  day. 

“The  idea,”  Loft  says,  “is  to  get  an 
answer  to  a  question  before  you  forget 
what  the  question  is.”  ■ 
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Aligning  strategy  and  technology  has  undeniable 
benefits.  But  how  exactly  does  a  business  achieve 
it?  Accenture's  groundbreaking  study  of  over  500 
high  performers,  as  well  as  our  hands-on  experience 
with  high-performance  businesses,  has  given  us 
unique  insights  into  what  works,  what  doesn't, 
and  why.  Drawing  on  this  knowledge,  Accenture 
helps  bridge  the  gtip  between  an  organization's 
IT  svstemsand  capabilities,  and  its  strategic  vision 
tor  hic|h  performance. 
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■  MANAGEMENT 


How  to  Earn 
Your  Boss’s 

TRUST 

Above  all,  upper  manage¬ 
ment  wants  predictability. 
Here’s  how  to  provide  it. 

By  Michael  Strange 


better  next  time.  Without  this 
learning  culture,  program¬ 
mers  and  project  managers 
are  encouraged  to  “sweep 
it  under  the  rug,"  which 
means  that  they  learn  noth¬ 
ing  about  predictability. 


/  gardhig  preMamt.  I 

J  have  been  shocked 
:r  and  over  by  program- 


your  bosses  than  cost.  lYust 
emerges  from  the  intuitive 
belief  that  things  are  under 
control  Things  are  not  un¬ 
der  controi  if  delivery  can¬ 
not  be  predicted  acciuately. 

Management  is  trained 
to  deal  with  problems  and 
make  decisions,  given  accu¬ 
rate  information.  So  it's  no 
wonder  that  deep  hrustra- 
tion  results  when  operating 
departments  (including  IT) 


system.  There  was  no  con¬ 
tingency  plan  to  allow  for 
exigencies  and  adjustments. 

Don’t  present  such  plans. 
They  set  an  expectation  for 


kinds  of  projects.  If  you  can 
run  numerous  IT  projects 
simultaneously  that  are  ac¬ 
curate  to  within  15%  to  20% 
of  the  original  estimate,  you 
are  above  average  in  your 
predictability. 

Predictability  is  the  key 
emotional  factor  that  builds 
confidence.  If  the  plumber 
couldn’t  tell  you  how  long 
it  would  take  to  replace  the 
sink,  you  wouldn’t  hire  him. 
Build  and  reinforce  a  culture 
of  specialists  whose  estimat¬ 
ing  and  predicting  skills  are 

being  rewarded.  Your  an¬ 
nual  budgets  and  plans  will 
improve,  and  management’s 
respect  for  IT  will  grow.  ■ 


divide  the  project  into  phas¬ 
es  in  which  the  effort  and 
results  are  predictable. 


fact,  IT  should  adjust  some 
of  its  key  metrics  and  re¬ 
lated  behavior  to  encourag< 


A  OontallowsMil 
/I  apamant toforc 
I  toMlIniatoapr 


to  estimate  the  effort  needed 
for  all  of  their  activities.  Then 
measure  actual  results.  In 


ate  development  is  at  tl 
tersection  of  artistic  cr 
ivity  and  manu 


/'?  -fl 


■  SECURITY  MANAGER’S  JOURNAL  I  J.F.  RICE 

Making  Enemies, 
But  Nming  Aiiies 

Security  issues  have  been  ignored  a 

long  time.  Change  is  needed,  but  that 
rubs  some  people  the  wrong  way. 


Trouble 

Ticket 


needed,  but  relation¬ 
ships  with  the  rest  of 
IT  are  suffering. 
ACTION  PLAN:  Try  to 
defuse  the  situation 
without  calling  in 
backup- the  CK). 


the  right  thing,  our  stock 
among  our  peers  is  sharply 
declining,  and  they  don't 
want  to  deal  with  us. 


situation.  We  are  listening 
to  all  concerns,  trying  to 

patching  and  updating  de-  pany's  security  processes,  find  reasonable  solutions 
vices,  cleaning  up  firewall  the  shortcomings  are  clear,  and  making  sure  we  col- 

rules  and  implementing  Most  of  the  processes  are  laborate  on  everything, 

redundant  systems.  So,  ba-  ad  hoc  and  chaotic,  depend  This  hasn't  been  as  suc- 

sically  we  are  telling  them  on  heroics,  and  rely  on  cessful  as  I'd  like,  althoii 


tionship  as  uneasy  as  that 
of  sibli^.  Over  the  past 
couple  of  weeks,  tensions 
between  our  teams  have 
been  rising  sharply.  In  fact, 
we  could  be  looking  at 
full-scale  interdepartmen¬ 
tal  warfare.  How  did  this 
come  to  this  pass? 

As  we  try  to  bring  secu¬ 
rity  to  an  acceptable  level, 
we  are  introducing  new 
policies  and  standards  that 
are  being  met  with  hostili¬ 
ty  by  the  IT  support  teams. 
They  will  have  to  perform 
some  of  the  remediation 
we  have  identified,  such  as 


from  pushback  in  respo 
to  the  demands  we  hav< 
placed  on  the  server  tea 
to  finger-pointing  and 
name-calling. 

When  you  apply  ISO 
27001  criteria  to  this  coi 


complaining  kNidhr 
about  infomiation 
security,  and  with 
varying  levek  of 
tact -none  very 
tacthriatal. 


And  the  information  secu¬ 
rity  team  is  the  only  group 
attempting  to  do  this. 

NOT  WINNING  ALUES 

The  result  so  far  has  been 
ugly.  All  of  the  IT  depart¬ 
ments  are  complaining 
that  infosec  is  asking  too 
much.  They  are  complain¬ 
ing  loudly  and  with  vary¬ 
ing  levels  of  tact  (none  of 
which  are  very  tactful  at 
all).  While  upper  manage¬ 
ment  remains  confident 
that  my  group  is  doing 


see  where  to  find  them  at 
this  point  in  time.  ■ 

This  week's  journal  is 
written  by  a  real  security 
manager,  ‘.LF.  net,"  whose 
name  and  employer  have 
been  disguised  for  obvious 
reasons.  Contact  him  at 
if.rice@engineer.com. 


fighting  ancient 
warriors,  easy. 


fighting  security 
threats,  easier. 


1.  Alert  the  mailroom. 

Tell  them  to  refuse  delivery  of  huge, 
crudely  built  wooden  horses.  If  one 


A  dirty  mop — the  dirtier  the  better— thrust  face-ward  is  really  gross. 
Who  knows  where  that  mop's  been? 


1.  implement  Microsoft  Forefront. 

Forefront  makes  defending  your  systems  easier  It  s 
a  comprehensive,  simple-to  use,  integrated  famjly  of 
products  that  helps  provide  protection  across  your 
client,  server,  and  network  edge  For  case  studies,  free 
tnals,  demos,  and  all  the  latest  moves,  visit  easyeasiercom 


3.  Use  what's  at  hand.  ^ 

A  garbage  can,  dumped 
over  the  head  of  a  Warrior 
will  disable  him  to  painful 
and  hilarious  effect 


\ 


4.  Unleash  the  Trojan  teddy  bear. 
Fight  their  giant  phony  gift  filled  with 
Warriors  with  one  of  your  own  Finding 
Warriors  is  tough  but  not  impossible. 


5.  Summon  the  power  of  Olympus. 


d  malware  —  and  it’s  only  get¬ 
ting  worse.  According  to  Fer¬ 
ris  Research,  which  studies 
messaging  and  content  con¬ 
trol,  40  trillion  spam  messages  will  be 
sent  in  2008,  costing  businesses  more 
than  $140  billion  worldwide  —  a  signil 


of  spam,  says  Jennings,  thus  helping 


SPAM  FILTERS:  i 


Making  Them  Work 

Here  are  eight  ways  to  get  more  out 
of  your  e-mail  watchdog.  By  Calvin  Sun 


ping  spam.  But  the  filters  can  mistak¬ 
enly  allow  spam  to  pass  through  (a 
false  negative),  or  t^  can  mistakenly 
block  valid  e-mail  (a  false  positive). 

Typically,  after  identifying  a  mes¬ 
sage  as  spam,  the  filtering  software  ei¬ 
ther  blocks  it  or  quarantines  it,  letting 
the  recipient  review  it  later.  Although 
the  latter  method  provides  a  chance  to 


Systems  in  the  DMZ  are  vulnerable  to 
attacks  from  the  outside,  but  they  pro¬ 
tect  the  internal  network  from  outside 
attacks.  Putting  your  spam  filter  at  the 
DMZ  allows  it  to  monitor  the  charac- 


ing  tools  (see  story,  next  page 
says  Michael  Briggs,  director  of  ini 
mation  technology  at  George  Wasl 
ington  University  Law  School. 


trusted  senders,  remind  users  to  keep 
you  informed  of  new  contacts  so  their 
messages  get  through  quickly  and 
don't  risk  being  flagged  as  spam. 

Better  yet,  let  users  set  their  own 
spam  Alter  parameters,  says  Andrew 
Lochart,  vice  president  of  product 
marketing  at  e-mail  security  vendor 
Proofpoint  Inc.  Some  business  travel¬ 
ers,  for  instance,  might  actually  want 
weekly  airline  or  car  rental  notices. 


5  a 

Mt  uriMly.  Jennings  points  out 
that  many  spam  Alters  let  the  cus¬ 
tomer  choose  which  blacklist,  if 
any,  to  use.  If  your  organization  relies 
on  a  blacklist  to  stop  spam,  he  recom¬ 
mends  that  you  check  the  management 
policies  of  the  lists.  Briggs  notes  that 
some  are  driven  purely  by  user  com¬ 
plaints,  so  relying  on  them  will  invari¬ 
ably  lead  to  false  positives. 


6llaiie  sure  ywi’rc  not  a  apammar. 

If  spam  goes  out  from  your  sys¬ 
tems,  even  unintentionally,  it  can 
hurt  your  reputation  and  increase 
the  likelihood  that  you'll  end  up  on 
spam  blacklists.  If  your  e-mail  address 
appears  in  the  “from”  line  of  enough 
spam,  lennings  says,  your  reputation 
may  sufier  to  the  point  that  you  will 
have  trouble  sending  legitimate  e-mail. 

A  three-pronged  approach  will  help 
keep  your  reputation  intact: 

■  Curb  your  users'  questionable  Web 
browsing,  suggests  Stephen  Pao,  vice 
president  of  product  management  at 
security  vendor  Barracuda  Networks. 
If  users  visit  dangerous  or  objection¬ 
able  sites,  malware  from  those  sites 
could  be  installed  on  their  comput¬ 
ers,  which  could  then  be  used  to  send 

■  Stay  up  to  date  with  security 
patches  and  virus  and  malware  deAni- 
tions  to  ensure  that  spammers  can't 
take  over  your  systems  and  use  them 
to  send  spam,  Pao  says. 

■  Use  outbound  Altering  to  make 
absolutely  sure  no  spam  is  being 
sent  from  your  systems,  Jennings 
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CtMcfc  your  omm  ipmi  raputa- 
Uen.  If  your  organization  is  on  a 
blacklist,  your  recipients  might 
not  receive  your  outgoing  e-maU. 


FILTERING  TECHNIQUES 

To  minimizs  the  false  positives  cai 
by  spam  filters,  it  helps  to  understi 
how  these  Alteis  work.  Here  are  s( 
popular  techniques,  in  rough  chrot 
order  of  their  development 

Keyword-based  and  Bayesian 
biters.  The  earliest  Mters  searche 
a  subject  line  and  message  for  par 
Acular  words,  such  as  Magia.  Mor 
sophisticated  versions  employ 
Bayesian  analyses,  which  combim 
keyword  searches  with  techniques 
such  as  determining  ratios  of  ‘goo 
to ‘bad”  words. 

ised  ;  dresses  of  trusted  e-mad  sources,  and 
uid  ;  the  Alter  automatically  accepts  e-mail 
wne  1  from  those  addresses.  Many  spam  Al- 
w-  :  ters  use  both  blacklists  and  whitelists. 

■  Reputation  lists  broaden  black- 
;  lists  and  whiteksts  by  considering  not 
;  only  the  sending  IP  address,  but  also 

1  the  entire  domaki. 

i  Oraylisting.  A  system  temporarily 
;  reje^  e-mail  from  an  unknown  IP 
;  address  and  sends  an  automated  re- 
;  sponse  inhuming  the  sending  system 
d”  1  of  the  temporary  failure.  Theoreti- 
1  caHy,  a ‘rear  sender  will  resend  the 
;  message;  a  spammer  wki  lack  the 

senders  receive  a  reply  ashing  thei 
to  validate  themselves  by  supplyiiv 
letters  and  characters  that  appear 
images  on  screen,  a  technique  alsr 
known  as  CAPTCHA  (Completely 
Automated  Public  Turing  Test  to  Tc 
Computers  and  Humans  Apart). 

Blacklisting,  whnelisting  and  re| 
tation  listing.  The  Alter  evaluates 
the  message,  but  the  characterisAi 
of  the  sender. 

■  Blacklists  are  databases  of  th( 
addresses  of  known  spammers.  Tf 
spam  Alter  rejects  e-mail  from  tha 

■  Whitelists  collect  the  IP  ad- 

1  :  Tarpitting.  A  service  on  the  mail 

in  i  server  slows  down  incoming  connec- 
>  ;  Hons  Air  as  long  as  possible.  The  de- 

;  lay  is  meant  to  discourage  spanuners 
ill  ;  by  forcing  Uiem  to  take  more  Hme  to 
i  send  Hwir  spam.  But  legiHmate  e-mail 

1  also  takes  longer. 

not  ;  Recurrent  pattern  detection.  These 
cs  ;  systems  monitor  Hie  Internet  for 

bIP  I  update  central  databases  of  such  pat- 
le  I  terns.  Company  e-mail  systems  using 
se  ;  RPO  query  Hie  database  and  reject 
;  e-mail  idenHAed  as  spam. 

-  CALVIN  SUN 

Lochart  recommends  regularly  check¬ 
ing  your  own  reputation  by  visiting 
sites  such  as  Habeas.com,  which  pro¬ 
vides  companies  with  a  free  reputation 
check  and  helps  them  manage  their 
online  reputations. 

If  you  And  your  company  unjustiA- 
ably  on  such  a  list,  Lochart  suggests 
that  you  contact  its  administrator  to 
voice  your  concerns.  But  getting  “un¬ 
blacklisted”  can  be  difliculL 

BWimusarstobuwaryofrMHIag 
uwd*.  In  sending  e-mail  avoid 
words  that  are  associated  with 
spam,  says  Lucio  Gonzalez,  a  sys¬ 
tems  specialist  and  e-mail  administra¬ 


tor  at  South  Texas  College  in  McAllen, 
Texas.  These  include  hey,  hello,  free, 
enlarge,  pharmacy,  alert  and  diploma. 

Conversely,  try  to  include  recipient- 
speciAc  information  in  your  messages, 
such  as  project  names  or  personal 
references  unique  to  your  recipient 
Doing  so  can  lessen  the  chance  that 
Bayesian  analysis  of  your  message  will 
cause  it  to  be  flagged. 

By  reducing  false  positives,  you 
help  ensure  that  real  e-mail  from  your 
senders  actually  gets  to  you  and  that 
real  e-mail  from  you  actually  gets  to 

Sun  consults  with  clients  to  improve 
their  organizational  effectiveness. 
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■  QUICKSTUDY 


Transactional 

V  I  that  block  would  make  are 
hV  automatically  tossed  away. 

■  wl^^l  I  Jp  BETTER  THAN  LOCKS 

„  ,  .  Prior  to  transactional 


Programmers  are  learning 
new  ways  to  code  for  multi¬ 
core  cornputing  systems. 

By  Russell  Kay 


parallel  programmmg  was 
to  use  locks.  In  that  method, 
a  program  or  thread  access¬ 
ing  a  database  or  section 
of  memory  puts  a  lock  on 


conflicts.  Find-  other  threads  or  programs 
cecutes  the  from  accessing  the  data 


thereby  solving  the  confli 
While  not  exactly  elegan 
this  solution  seems  to  wo 
well  enough. 

If  an  exception  or  erro 


threads  to  a  halt. 

With  locks,  prograit 
must  identify  conflicti 


Dcrinition: 

TRANSACTIONAL 
MEMORY  is  a  program¬ 
ming  approach  for 
muttipioCPUtdosignad 
to  ansuro  that  updates 
to  sharsd  msmory  ars 

interrupting  or  hwaiidat- 


oniy  whan  sate -that 
is,  whan  it’s  cioar  that 
thwwiiinotinterfsrs 


operations  take  place 
proper  time,  without 
erence,  disruption  or 
j  degradation  of  per- 

accomplish  this,  trans- 
lal  memory  runs  code 
omic  blocli”  inside  a 


wMtahsadsMilagsodhs 


Msmory,'' by  Pater  Damron,  thesam( 

AlaiandraFadarosa,Vosai  whereas 

|jw,VicterLnchangea.lllaili  ingalgo 

MahandOantalNiiaabaum  mightci 

AndMteraaoftRsasmch  towait. 

is  doing  ilgnlheaiit  work  transact 


C*  and  nsw  tenguagas  such 
asHaalislMdAtenias.Fsr 


Infrastructure: 
IT’s  Stepchild 


VERY  ENTERPRISE  needs  a  robust  IT  infrastruc¬ 
ture  in  order  to  function  effectively.  Infrastructure  is 
the  foundation  of  corporate  productivity  and  success. 
Many  IT  groups,  however,  don’t  have  enough  skilled 
infrastructure  staffers  to  provide  the  solid  foundation  required. 


Unfortunately,  qualified 
infrastructure  people  are 
hard  to  find.  Here’s  why; 

■  AppReatioin  ar«  mon 
highly  vahnd.  Most  execu¬ 
tives  recognize  that  ef¬ 
fective  applications  ofier 
significant  business  value. 
Unfortunately,  they  usu¬ 
ally  assume  that  the  under- 
lyii^  infrastructure  is  easy 
to  construct  and  maintain. 
As  a  result,  they  often  give 
less  attention  and  recog¬ 
nition  to  infrastructure. 
(Even  CIOs  generally  un¬ 
derstand  applications  bet¬ 
ter  than  infrastructure.) 

■  Infnstnictair*  is  in- 
crassingly  complex.  The 
infrastructure  group  now 
manages  a  number  of  new 
technologies,  including 
virtualization,  advanced 
networking  and  cloud 
computing.  In  addition, 
infrastructure  frequently 
has  primary  responsibility 
for  privacy,  security  and 
standards.  As  the  biggest 
energy  consumer,  infra¬ 
structure  is  also  respon¬ 
sible  for  “green”  initiatives, 
such  as  cutting  IT  energy 
use  and  complying  with 
hazardous-substances 


mandates.  All  the  pieces 
must  then  be  knit  together 
efficiently.  As  a  result,  in¬ 
frastructure  jobs  require 
far  more  technical  breadth 
and  depth  than  ever  before. 

■  bifrastnictiirc  Is  be¬ 
coming  more  customar- 
focusod.  With  the  advent 
of  software  as  a  service, 
outsourcing  and  applica¬ 
tion  software  generators, 
IT  needs  fewer  technical 
specialists.  But  infra¬ 
structure  functions  now 
require  high  levels  of  cus¬ 
tomer  contact,  because  of 
ITIL  v3's  focus  on  custom¬ 
er  service.  Many  technical 
staffers  (often  introverted, 
per  the  stereotypekare 
uncomfortable  with  this 
requirement. 

■  ComponsathMi  is  hwrar. 
Historically,  infrastructure 
departments  offered  entry- 


■  Executives  of¬ 
ten  place  a  hnher 
value  on  applica¬ 
tion  functions  and 
^  less  attention 
^  recognition  to 
infrastructure. 


level  IT  jobs  to  individuals 
without  college  degrees. 
HR  justified  paying  them 
lower  salaries  by  claim¬ 
ing  that  they  had  fewer 
technical  skills  than  their 
applications  counterparts. 
Even  though  most  low- 
skill  infrastructure  jobs 
have  been  automated  and 
eliminated,  perceptions 
have  been  slow  to  change. 
Compensation  plans  have 
not  been  adjusted  to  reflect 
the  higher  levels  of  techni¬ 
cal  expertise  infrastruc¬ 
ture  now  requires. 

■  Infrastmctur*  h  ■ 
thanMass  job.  Unfortu¬ 
nately,  many  employees 
have  a  very  limited  under¬ 
standing  of  infrastructure. 
Few  people  appreciate  the 
difficulty  of  the  prepro¬ 
duction  testing  or  post- 


ated  with  installing  a  new 
system.  This  lack  of  un¬ 
derstanding  often  leaves 
infrastructure  staffs 
feeling  undervalued  and 
underappreciated.  When 
the  servers  are  up  and  the 
network  is  functioning, 
infrastructure  availability 
is  taken  for  granted.  But 


is  insufficiaiiL  Few  U.S.  col¬ 
leges  offer  IT  courses  cov¬ 
ering  infrastructure  func¬ 
tions.  In  addition,  most 
high  school  and  college  ca¬ 
reer  counselors  advise  stu¬ 
dents  that  there  are  more 
job  opportunities  in  appli¬ 
cations  than  in  infrastruc¬ 
ture.  Moreover,  the  head  of 
applications  is  more  often 
promoted  to  CIO  than  the 
head  of  infrastructure, 
so  the  long-term  career 
path  is  not  very  appealing. 
The  result  is  a  shortage  of 
qualified  people  pursuing 
infrastructure  careers. 

ITS  infrastructure 
organization  requires  in¬ 
creasing  levels  of  technical 
skills  to  deal  with  the  com¬ 
plex  and  constantly  shift¬ 
ing  work  environment 
But  lack  of  appreciation, 
lower  compensation  and  a 
limited  career  path  make 
it  difficult  to  attract  and 
retain  qualified  profession¬ 
als.  Infrastructure  suff¬ 
ers  need  to  be  treated  as 
invaluable  employees  who 
are  critical  to  the  success 
of  the  enterprise,  because 
in  today’s  IT  environlment 
they  really,  really  are.  ■ 
Bart  ParUin  is  managing 
partner  at  Louisville,  Ky- 
based  Leverage  Partners 
Inc.,  which  helps  organiza¬ 
tions  invest  well  in  IT.  Con¬ 
tact  him  at  BartPerkins@ 
LeveragePartners.com. 
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FT  Roles,  From  Hot  to  Sizzling 


In  an  AuQ.Mwhitepapef.Foirester  Research  Inc.  analyst  Marc  CeceiB 
asks.  “What  are  the  hot  roles  In  fT?”  Several  criteria  were  con¬ 
sidered  to  take  the  temperature  oi  these  IT  rdes.  For  example,  according 
to  Cecere  and  co-author  Laurie  M.  Orlov,  a  role  could  be  hot  because  it 
requires  intiniale  knowledge  ol  a  business,  industry  cr  region.  Such  highly 
sgecialized  knowledge  irnks  sw<y  wMe  boosting  role  relevance.  Cecere 
wrote.  Other  lectors  at  play  include  cross-disciplinary  knowledge,  the 
amount  ol  risk  and  impact  inherent  in  the  role,  limited  external  supply,  and 
the  pressure  applied  by  Irends  within  technology  and  the  industry  as  a  whole. 


Stand  Out  With  a  Cover  Letter 

but  that  doesn't  mean  you  should  forgo  that  old  standby, 
the  cover  letter.  Ir  a  ,,jrvey  ol  150  senior  execulives  from  Ihe 
1.000  largest  comoames  m  lire  U  S.  of  Ihe  respondents 
said  that  cover  tellers  provide  valuable  insights  into  |ob  candidates. 
Some  ol  respondents  to  Ihe  survey,  conducted  by  staffing 
firm  OlticeTeam.  said  that  cover  letters  accompany  Ihe  electronic 


■  Q&A 

JimSpohrer 

I  k' JiivclorDf 
r*'  .sen  ick  iv.scmvh 
\  ar  IBM  Jisciisscs 
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.  the  Ser\  ice  Science 
Manaeeinent  and 
I  ■  npi  1  leerii  lu  d  i  sc  i  pi  i  n  e. 


How  long  has  IBM  been  In¬ 
volved  with  SSME?  In  2003. 
IBM  began  talking  with  universi¬ 
ties  about  SSME  and  the  need  lor 
prolessionals  with  better  service- 
innovation  skills.  Today,  over  200 
universities  in  over  40  countries 
have  started  SSME-related  initia¬ 
tives.  These  typically  combine 
content  from  engineering  schools, 
management  schools  and  Ihe  so¬ 
cial  sciences,  such  as  economics. 

As  more  nations  around  the 
world  prepare  service  innovation 
road  map  reports.  SSME  and  the 
need  for  service  science  are  often 
mentioned  as  priorities.  In  many 
nations,  businesses  in  the  service 
sector  account  for  more  than  Iwo- 
Ihirds  of  GDP  and  jobs  but  less 
than  one-third  of  R&D  Investment. 
SSME  is  becoming  a  standard 
pari  of  the  global  conversation 
aimed  at  addressing  this  gap. 

What  fruits  has  IBM's  in¬ 
volvement  borne  so  far? 

When  IBM  worked  to  help  estab¬ 
lish  computer  science,  it  took 
over30  years  fromthehrstcomput- 
er  science  department  at  Columbia 
until  computer  science  was  a  stan¬ 
dard  hxture  in  most  top  universities 
In  the  world.  Universities  are  mak¬ 
ing  good  progress  starting  SSME- 
related  initiatives,  so  one  Indicator 
of  progress  is  the  more  than  200 
such  programs  that  are  now  under 
way.  Books,  lournal  articles  and 
conferences  are  appearing,  and 


the  body  of  knowledge  related  to 
service  Innovation  Is  growing. 

Have  the  objectives  changed 
at  all?  Are  dlHerent  skills 
needed  than  when  this  pro¬ 
gram  began?  The  objectives 
really  have  nol  changed  since  the 
inception  of  the  program.  Service 
leaders  need  a  strong  mix  ol  busi¬ 
ness.  technical  and  people  skills. 
SSME  programs  must  be  mulli- 
disclplinary.  cutting  across  the 
often  siloed  schools  of  engineer¬ 
ing.  computer  science,  business 
and  the  social  sciences. 

However,  some  universi¬ 
ties  have  added  a  new  design 
component,  resulting  in  a  new 
acronym.  SSMED.  This  reflects 
more  emphasis  on  service  design 
and  creating  whole  new  types  of 
service,  not  just  improving  the 
quality  and  productivity  of  existing 
service  businesses. 

What  does  the  future  hold? 

In  the  next  hve  years,  we  expect  to 
see  a  new  tool  or  [computer-aided 
design]  approach  that  further  inte¬ 
grates  engineering,  management 
and  social  science  approaches  to 
both  improving  service  and  creat¬ 
ing  whole  new  types  of  service. 
We  further  expect  that  students 
with  SSMED  experience  will  be 
well  prepared  to  use  these  tools 
for  the  purpose  of  improved  ser¬ 
vice  innovation. 

-  JAMIE  ECKLE 
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im%)ohrer 

me  director  of 
service  research 
f  i  at  IBM  discusses 
the  companv^’s 
academic  progrkn  and 
the  Service  Science 
Management  and 
Engineering  discipline. 


Hav*  th*  obiaclives  changed 
atall?Aredifferanttkillt 
needed  than  nehen  this  pni- 

gram  began?  The  objectives 
really  have  not  changed  since  the 
inception  of  the  program.  Service 
leaders  need  a  strong  mix  of  busi¬ 
ness,  technical  and  people  skills. 
SSME  programs  must  be  multi¬ 
disciplinary.  cutting  across  the 
often  siloed  schools  of  engineer¬ 
ing.  computer  science,  business 
and  the  social  sciences. 


HowlonghasIBMlManin- 
wIvMiwHh  SSME?  In  2003. 
IBM  began  talking  with  universi¬ 
ties  about  SSME  and  the  need  for 
professionals  with  better  service- 
innovation  skiNs.  Today,  over  200 
universities  in  over  40  countries 
have  started  SSME-related  Initia¬ 
tives.  These  typically  combine 
content  from  engineenng  schools, 
management  schools  and  the  so¬ 
cial  sciences,  such  as  economics. 

As  more  nations  around  the 
world  prepare  service  innovation 
road  map  reports.  SSME  and  the 
need  for  service  science  are  often 
mentioned  as  pnorities.  In  many 
nations,  businesses  In  the  service 
sector  account  for  more  than  two- 
thirds  of  GDP  and  jobs  but  less 
than  one-third  of  R&D  investment. 
SSME  is  becoming  a  standard 
part  of  the  global  conversation 
aimed  at  addressing  this  gap. 


ties  have  added  a  new  design 
component,  resulting  in  a  new 
acronym.  SSMEO.  This  reflects 
more  emphasis  on  service  design 
and  creating  whole  new  types  of 
service,  not  just  improving  the 
quality  and  productivity  of  existing 


In  the  next  five  years,  we  expect  to 
see  a  new  tool  or  [computer-aided 
design]  approach  that  further  inte¬ 
grates  engineering,  management 
and  social  science  approadies  to 
both  improving  service  and  creat¬ 
ing  whole  new  types  of  service. 
We  further  expect  that  students 
with  SSMED  experience  will  be 
well  prepared  to  use  these  tools 
for  the  purpose  of  improved  ser¬ 
vice  Innovation. 

-  JAMIE  ECKLE 


Are  you  frequently 
placing  legal  or 
immigration  advertisements? 

Let  us  help  you  put 
together  a  cost-effective 
program  that  will  make  this 
time-consuming  task  a 
little  easier! 


Place  your 

Labor  Certification  Ads  here! 


EMAI^I^ST 

scdnfTKMi^CamputefvrarM’s&^^i^EiTiaa 
Blasts.  Ihis  unique  prograni  slows  you  to  choose 
your  critetia  of  100%  opt-in  subscribers  by  geog¬ 
raphy,  company  size,  )(A  title  and  mdusby. 
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WHAT  HAPPENS  if  a  US.  customs  agent 

wants  to  know  what’s  on  a  laptop  belonging  to 
one  of  your  globe-trotting  users?  Right  now, 
he  can  demand  to  see  it.  Or  copy  it.  Or  confis¬ 
cate  the  laptop  —  or  phone,  iPod,  USB  flash  drive,  handheld  or 
any  other  electronic  device  that  a  traveler  brings  into  the  U.S. 

This  month.  Rep.  Loretta  Sanchez  (D-Calif.)  proposed  a  law 
to  limit  that.  Her  bill  won’t  go  anywhere.  But  it’s  a  nice  try. 


The  reason  why  H.R. 
6869,  the  Border  Search 
Accountahility  Act  of 
2008,  will  die  in  the 
House  Committee  on 
Homeland  Security  is 
that  the  congressional 
session  is  almost  over. 
There  just  isn’t  time  for  it 
to  wend  its  way  through 
the  normal  lawmaking 
process.  And  because  it’s 
not  emergency  legislation 
with  dozens  of  powerful 
co-sponsors,  it  won’t  get 
any  special  treatment. 

But  for  a  road  warrior 
whose  laptop  is  seized, 
the  situation  is  certainly 
an  emergency.  Leave 
aside  the  privacy  issues 
for  the  moment  In  prac¬ 
tical  terms,  everything 
on  a  confiscated  laptop 
is  gone  —  meeting  notes, 
contract  negotiations, 
customer  and  price  data¬ 
bases,  one-of-a-kind  files. 
By  the  time  a  laptop  is  re¬ 
turned,  any  deal  that  de¬ 
pends  on  that  electronic 


information  may  be  toast 

If  we  want  that  data 
protected,  we’re  not  going 
to  get  help  from  a  law  any¬ 
time  soon.  It’s  up  to  us. 

Of  course,  an  overzeal- 
ous  customs  agent  isn’t 
the  only  problem  for  road 
warriors  and  their  elec¬ 
tronic  devices.  Laptops 
are  lost  and  stolen  at  air¬ 
ports  all  the  time.  Smart 
phones  are  left  in  taxis.. 
Briefcases  full  of  gadgets 
disappear  in  hotels  and 
restaurants. 

Chances  are,  the  data 
on  those  devices  isn’t  at 
risk.  They’ll  wind  up  in  a 
lost  and  found,  or  in  the 
hands  of  a  thief  who’s 
just  interested  in  selling 
the  hardware,  not  sifting 
through  what’s  inside. 

■  Backing  up 
Mfhat’sona 
traveling  user’s 
iaptop  isn’t 


Encryption  can  keep  that 
data  safe  —  but  if  it  isn’t 
backed  up,  it’s  effectively 
lost  for  business  use. 

That’s  a  problem.  Why 
haven’t  we  solved  it? 

We  have  the  technol¬ 
ogy.  We  have  VPNs  for 
connecting  with  the 
corporate  office,  and  the 
software  to  synchronize 
files.  Backing  up  what’s 
on  a  traveling  user’s  lap¬ 
top  isn’t  rocket  science. 

It  just  isn’t  easy  enough 

—  or  important  enough 

—  in  the  eyes  of  users. 
And  it  doesn’t  solve  the 
problem  of  backing  up 
smart  phones,  iPods  and 
all  the  rest. 

That  means  we  have 
some  explaining  to  do 

—  and  some  hard  woik. 
We  have  to  explain  to 

users  what  can  happen: 
customs  confiscations, 
thefts,  losses.  And  re¬ 
mind  them  that  whatever 
isn’t  backed  up  is  gone 
forever,  and  that  could 


cost  them  time,  or  a  deal, 
or  a  customer’s  trust. 

We  also  have  to  ex¬ 
plain  these  things  to  their 
managers,  who  We  an 
interest  in  getting  busi¬ 
ness  done.  And  to  the 
company’s  lawyers,  who 
have  their  own  reasons 
for  wanting  company  in¬ 
formation  backed  up  and 
protected. 

And  then  we  have  to 
stitch  together  a  one- 
click  backup  application 
that  will  be  so  easy  to 
run,  no  user  will  find  an 
excuse  not  to.  One  click, 
and  everything  in  the 
“save”  folder  is  backed  up 
and  encrypted  before  the 
trip  to  the  airport,  along 
with  flash  drive,  iPod  and 
other  data.  Another  click, 
and  the  user  can  work 
on  the  plane.  Click  once 
more,  and  if  the  flight  of¬ 
fers  broadband  service,  it 
can  be  backed  up  again 
before  that  trip  through 
customs. 

It’s  a  problem  IT  can 
solve  —  not  just  with 
technology,  but  with  edu¬ 
cation  and  motivation  for 
the  users  who  will  have 
to  make  sure  those  back¬ 
ups  happen.  And  no  one 
else  is  going  to  solve  this 
problem  for  us. 

Isn’t  it  about  time  we 
tried?* 

Frank  HayM  is  Computer- 
world’s  senior  news 
columnist.  Contact  him 
atfrank_hayes@ 
computerworld.com. 
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The  fastest  way  to  have  a  connected  workplace. 


Work  with  InterSystems  Ensemble*  software  to  raise 
productivity  and  lower  costs. 

Ensemble  is  a  rapid  integration  and  development 
platform  that  makes  it  much  easier  to  connect  applications, 
processes,  and  people.  IT  managers  who  have  switched 
from  other  integration  products  report  they  can  finish 
projects  in  half  the  time  with  Ensemble. 

For  your  future  development  efforts,  if  you  embed 
Ensemble  you  can  create  a  new  class  of  applications  that 
are  connectable.  Plus,  you’ll  be  able  to  enhance  legacy 
applications  with  adaptable  workflow,  browser-based  user 


interfaces,  rules-based  business  processes,  dashboards, 
and  other  innovations  -  without  rewriting  your  code. 

Ensemble’s  technology  stack  includes  the  world’s 
fostest  object  database  -  InterSystems  Cach4*.  Cache’s 
lightning  speed,  massive  scalability,  and  rapid  development 
environment  give  Ensemble  unmatched  capabilities. 

For  30  years,  we’ve  been  a  creative  technology 
partner  for  leading  enterprises  that  rely  on  the  high 
performance  of  our  products.  Ensemble  and  Cache  are 
so  reliable  that  the  world’s  best  hospitals  use  them  for 
life-or-death  systems. 


InierSysiems 


See  product  demonstrations  at  InterSystem$.com/Connectl2A 
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